
The Chief Information Officer is requesting Board approval of revised Information Technology 
Security Policies Numbers 6.100 to 6.112 previously adopted and approved by your Board.  
Revisions were incorporated to comply with new Federal and State legislations and County 
mandates, such as the Health Insurance Portability and Accountability Act of 1996, Health 
Information Technology for Economic and Clinical Health, and California Assembly Bill 1149, Section 
1798.29 – Identity Theft.    

SUBJECT

January 06, 2015

The Honorable Board of Supervisors
County of Los Angeles
383 Kenneth Hahn Hall of Administration
500 West Temple Street 
Los Angeles, California 90012
 
Dear Supervisors:

APPROVE REVISED INFORMATION TECHNOLOGY 
SECURITY POLICIES 

  
(ALL SUPERVISORIAL DISTRICTS) (3 VOTES)

IT IS RECOMMENDED THAT THE BOARD:

1. Approve the attached revised Information Technology (IT) Security Policies (Policies):

A.   6.100 – Information Technology and Security Policy
B. 6.101 – Use of County Information Technology Resources
C. 6.102 – Countywide Antivirus Security Policy
D. 6.103 – Countywide Computer Security Threat Responses
E. 6.104 – Electronic Communications 
F. 6.105 – Internet Usage Policy
G. 6.106 – Physical Security
H. 6.107 – Information Technology Risk Assessment
I. 6.108 – Auditing and Compliance
J. 6.109 – Security Incident Reporting 
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K. 6.110 – Protection of Information on Portable Computing Devices
L. 6.111 – Information Security Awareness Training
M. 6.112 – Secure Disposition of Computing Devices 

PURPOSE/JUSTIFICATION OF RECOMMENDED ACTION

These Policies warranted revisions to incorporate references to Federal and State legislations, 
including California Assembly Bill (AB) 1149, Section 1798.29 – Identity Theft.  This is an amendment 
to the State’s existing breach notification laws that extends to local agencies for personally 
identifiable information, addressing changes and use of technology (e.g., smartphones, tablets, 
mobility, cloud services, and social media), language of defined terms developed to reduce ambuity 
and inconsistent use of terms, including County Policy of Equity to reinforce information security 
practices to mitigate increasing sophisticated attacks, volume, and frequency of that level.

Revisions to the Policies have been reviewed under the direction of the County’s Chief Information 
Security Officer (CISO), including representatives from the Auditor-Controller, County Counsel, 
District Attorney, Human Resources, and the Information Security Steering Committee (ISSC).  In 
addition, six departments provided responses in support of the revised Policies to which feedback 
received was documented, discussed, and addressed.  

The Policies were discussed and reviewed by the Chief Information Office (CIO) Council and CIO 
Leadership Committee meetings, comprised of Departmental CIOs/IT Managers, as well as at the 
ISSC which is comprised of Departmental Information Security Officers (DISOs), Chief Executive 
Office (CEO) Employee Relations for labor unions, the Operations Cluster, Audit Committee, and 
Board IT Deputies.  

Implementation of Strategic Plan Goals
This recommendation supports the County’s Strategic Plan Goal 1, Operational Effectiveness, Board 
of Supervisors IT Security Policies Numbers 6.100 to 6.112, and the County’s Information Security 
Strategic Plan.  

FISCAL IMPACT/FINANCING

Adherence to the revised, as well as current Policies establishes and maintains information security 
standards to mitigate information/cyber security threats.  The CISO and ISSC will continue to identify 
and monitor areas of deficiency and risks within each respective department.  

The CISO will consolidate these areas into a Countywide information security initiative (e.g., a Chief 
Information Office Technology Directive) identifying security protections and/or safeguards to mitigate 
threats.  This information will be shared with your Board and CEO to obtain support for necessary 
funding, in the event departments cannot provide funding within their budgets.

No financing is required to support these Policies. 

FACTS AND PROVISIONS/LEGAL REQUIREMENTS

Compliance to the Health Insurance Portability and Accountability Act of 1996 (HIPAA) security rules 
establish a requirement that covered organizations with IT security policies related to Protected 
Health Information (PHI).  These policies are in concert with these rules. 
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In addition to HIPAA, the Health Information Technology for Economic and Clinical Health (HITECH) 
Act of 2009 requires the establishment of a breach notification process consistent with its Breach 
Notification Rules.  Specifically, Board Policy No. 6.109 – Security Incident Reporting satisfies this 
requirement along with associated standards and procedures.   

At its meeting of December 17, 2014, the Los Angeles County Audit Committee reviewed and gave 
its authorization to move this recommendation forward to your Board for final approval.

IMPACT ON CURRENT SERVICES (OR PROJECTS)

Approval of the revised Policies will facilitate the foundation for continuous effective leadership and 
management of the Countywide Information Security Program that provides appropriate level of 
information security protections to safeguard the County’s IT assets comprised of all business 
systems/applications that serve the County’s residents. 

CONCLUSION

Upon approval, please instruct the Executive Officer-Clerk of the Board to return an adopted copy to 
the Chief Information Officer.

RICHARD SANCHEZ

Chief Information Officer

Enclosures

c: Executive Officer, Board of Supervisors
Chief Executive Officer
County Counsel

Respectfully submitted,

RS:RP:pa
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